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Abstract:  

In the proposed paper, a comparison on the asymmetric key cryptographic system and the symmetric key 

cryptographic system over augmented Lorenz equations is conducted. In asymmetric secret key system, at 

both sender side and the receiver side, the corresponding private key, public key and the secret key are 

generated. The chaotic signal for encryption and decryption are generated at the sender and the receiver 

from augmented Lorenz equations using the corresponding secret keys which are generated at the sender 

and the receiver. The cipher text is therefore generated by applying XOR function between the chaotic 

signal and the plain text. The plain text can be extracted from the received cipher text by again applying 

XOR function between the chaotic signal and the cipher text. In symmetric secret key system, a shared 

secret key is generated for the sender and the receiver using the QKD protocol. The shared secret key is 

used for generating chaotic signal from augmented Lorenz equations at both sender side and the receiver 

side. The chaotic signal is then masked with the plain text to obtain the cipher text. Consequently at the 

receiver side, the regenerated chaotic signal is unmasked from cipher text to obtain the plain text. 

Keywords: Augmented Lorenz Equations, Quantum Key Distribution (QKD) protocol, Chaotic 

Cryptography 

 

INTRODUCTION 

Chaotic Cryptography is one of the interesting 

applications of chaos to engineering. It makes use of 

chaos theory, which studies the behavior of 

dynamical systems to perform different 

cryptographic tasks in a cryptographic system. In 

chaotic cryptography, encryption is done by 

superimposing a chaotic signal generated through 

different techniques on to a plain text. During 

decryption, the chaotic signal is unmasked from the 

cipher text to obtain plain text. The complex 

behavior of chaotic dynamical systems is used to 

hide or mask information in chaotic cryptosystems.  

In chaos based message encryption, the bifurcation 

parameters (the chaotic system parameters) or the 

initial conditions of chaotic dynamics are used as 

secret keys that are shared between sender and 

receiver. The Prandtl number σ, reduced Rayleigh 

number R0 and geometrical parameter φ are known 

as the bifurcation parameters. The number of 

possible combinations of bifurcation parameters and 

initial conditions of the chaotic system determine the 

size of the key space. However, the size of the key 

space is not significantly large and a slight 

difference in secret key would not have much impact 

on the dynamic behavior of the signal. This makes it 

easy for an adversary to guess the secret key from 

the reduced key space using Brute Force attack and 

then eventually break the secret key. The traditional 

public-key cryptography has key size limitation and 

the keys are vulnerable to brute force attack. Also 

the traditional public-key cryptosystems based on 

chaotic systems perform encryption / decrypti on 

processdepending on addition/subtraction operations 
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that leads to limitation on the length of the message 

and weakness in encryption. 

 In the symmetric secret key cryptographic system, 

the bifurcation parameters σ, R0 and φ determine the 

dynamical properties of the augmented Lorenz 

model and can be used as secret keys for message 

encryption and decryption. However, the number of 

combinations of these bifurcation parameters for 

which the augmented Lorenz model yields chaos is 

not sufficiently large, similarly to in the case of the 

Lorenz model. Instead, the key matrix is used to 

generate the secret key in the proposed symmetric 

key cryptographic method, keeping the bifurcation 

parameters σ, R0 and φ constant. In the proposed 

symmetric secret key mechanism, the bifurcation 

parameters are set to σ=25, R0=3185 and 

φ=0.36[rad]. In the proposed asymmetric secret key 

mechanism, the limitation on the length of the 

message and the key size are eliminated. 

 

2. Preliminaries 

This section introduces the augmented Lorenz 

equations, the logistic map and the beta 

transformation map. 

2.1 Augmented Lorenz Equations 

The Lorenz model is a three-dimensional system of 

nonlinear ordinary differential equations consisting 

of scalar variables labeled as X, Y and Z, and is 

specified by three dimensionless fluid- mechanical 

parameters, i.e., the Prandtl number σ, the reduced 

Rayleigh number R0, and a geometrical parameter φ. 

Lorenz subsystems when truncated at a finite 

number of N are referred to as augmented Lorenz 

equations. The augmented Lorenz model is a 

(2N+1)-dimensional system of nonlinear ordinary 

differential equations for 2N+1 generalized 

coordinates, which are the dimensionless angular 

velocity labeled as X, and N sinusoidal and N 

cosinusoidal  Fourier coefficients of the dimension- 

less dynamic pressure of the air inflow, labeled as Yi 

and Zi with i running from 1 to N, respectively.  

     The augmented Lorenz equations in their original 

form are given as 

Ẋ = σ   tr[(n
-1

)
2 

  Y] - X                             (1) 

 

Ẏ = RX – nZX – Y                                        (2) 

 

Ż=nYX – Z                                                   (3) 

Here, X is a dimensionless scalar variable, Y and Z 

are dimensionless N×N diagonal matrices whose 

diagonal components are labeled as Yn and Zn, 

respectively, with n running from 1 to N. Ẋ, Ẏ and Ż 

represent the first-order derivatives of X, Y and Z 

with respect to dimensionless time Ʈ, respectively 

and tr(.) expresses the diagonal sum of a matrix. The 

dimensionless matrix parameter R is defined using 

  

R=R0n
2
φW                                                       (4) 

 

Where-n=diag(1,....,n,...N)                                 (5) 

φ=diag[φ- sin2φ,...., sin(n-1)φ- sin(n+1)φ,     

 ...., sin(N-1)φ- sin(N+1)φ]                       (6)                        

W= diag(sinφ,....,sin(nφ),....sin(Nφ)                   (7) 

2.2 Logistic Map 

The logistics map is given by the equation  

     Xn+1=rXn(1−Xn)                                               (8) 

where Xn+1 is the current state variable, Xn is the 

previous state variable and r is a constant in the 

range 2<r<4. 

2.3 Beta Transformation Map 

Let a1, b1 > 0 and a1≠ b1.The beta-transformation 

map is described by the equation 

xm+1 = F
K
(xm) = [ xm + a1xm-1] (mod 1) ,  Ki = 0 

= [b1 xm + xm-1] (mod 1) ,  Ki = 1     (9) 

where   m=0, 1, ….., x -1=0, a1xm-1, b1xm are 

evaluated via the beta-transformation, k is binary 

string and ki is a binary value 0 or 1 of position of 

(i). This system is sensitive to a change in a1, b1 

parameters. 

 

3. Proposed System 

The proposed system uses the augmented Lorenz 

equations to generate chaotic signal necessary for 

chaotic based symmetric and asymmetric key 
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cryptography. The block diagram of the proposed 

system is given as: 

 

Figure 1: Block Diagram of Proposed Asymmetric 

and Symmetric Key Cryptography 

 

The block diagram for asymmetric key cryptography 

using augmented Lorenz equations is given below: 

 

Figure 2: Block Diagram of Proposed Asymmetric 

Key Cryptography Using Augmented Lorenz 

Equations 

 

The block diagram for symmetric key cryptography 

using augmented Lorenz equations is given below: 

 

Figure 3: Block Diagram of Proposed Symmetric 

Key Cryptography Using Augmented Lorenz 

Equations 

 

The methodology of the system is described as 

follows: 

3.1 Key Generation and Distribution 

In the proposed method, for asymmetric key 

cryptography using augmented Lorenz equations, the 

logistic map given in equation (8) is used as the 

generator for private key at both sender and the 

receiver side. Three logistic maps are used for 

private key generation. 

At both sender side and receiver side, private key is 

generated from the following set of equations.  

x1 = rx0(1−x0)              (10) 

x2 = rx1(1−x1)              (11) 

y1 = ry0(1−y0)                       (12) 

y2 = ry1(1−y1)                                        (13) 

 z1 = rz0(1−z0)                                         (14) 

 z2 = rz1(1−z1)                                         (15) 

 

If x1 > x2, Kx = 1 else Kx = 0 

If y1 > y2, Ky = 1 else Ky = 0 

If z1 > z2, Kz= 1 else Kz = 0 

Therefore, the private key for sender is obtained as            

KA = (KAx,KAy,KAz) and the private key for 

receiver is obtained as KB = (KBx,KBy,KBz) from 

the equations (10) to (15). 

 

Once the private keys are generated, the next step is 

to generate the public key for both sender and the 

receiver. The public key on both sides are generated 

using the beta-transformation map given in equation 

(9). 

At both sender side and receiver side, the public key 

is generated from the following set of equations. 

 

xm+1 = F
K
(xm) = [ xm + a1xm-1] (mod 1) ,  Kx = 0 

= [b1 xm + xm-1] (mod 1) ,  Kx = 1      (16) 

ym+1 = F
K
(ym) = [ ym + a2ym-1] (mod 1) ,  Ky= 0      

            = [b2 xm + ym-1] (mod 1) ,  Ky = 1                                                                

(17) 

zm+1 = F
K
(zm) = [ zm + a3zm-1] (mod 1) ,  Kz = 0 

= [b3 zm + zm-1] (mod 1) ,  Kz = 1        (18) 
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The initial values x0, y0, z0 for sender and receiver 

and the parameters of three dimension beta-

transform (a1, b1, a2, b2, a3, b3) are already set and 

thus the public key for sender is obtained as 

eA(XA,YA,ZA) = F
K

A(x0,y0,z0) and the public key for 

receiver is obtained as   eB(XB,YB,ZB) = 

F
K

B(x0,y0,z0) from the equations (16) to (18). 

Once the public keys for both sender and receiver 

are generated, the next step is the asymmetric key 

generation, that is the generation of secret keys eAB 

and eBA  between sender and receiver. To generate 

the secret keys eAB and eBA , the public keys of both 

sender and receiver has to be exchanged. The public 

key eAB is then sent to the receiver and the public 

key eBA is sent to the sender. 

So at the sender side, the secret key eAB is generated 

from sender’s private key KA and the receiver’s 

public key eB using the  beta-transformation given 

by the equation (16), (17) and (18) and is obtained as 

eAB(XAB,YAB,ZAB) = F
K

A(eB(XB,YB,ZB)). At the 

receiver side, the secret key eBA is generated from 

receiver’s private key KB and sender’s public key eA 

using the same equations and is obtained as                    

eBA(XBA,YBA,ZBA) = F
K

B(eA(XA,YA,ZA)). 

In symmetric key cryptography using augmented 

Lorenz equations, the secret key that is shared 

between sender and receiver is obtained from the 

key matrix M. The secret key matrix, 

M=diag(M1,M2,....,MN) is generated from the 

diagonal matrices Ẏ and Ż of augmented Lorenz 

equations given in equations (2) and (3). The shared 

secret key sk is then generated from the key matrix 

M using the Quantum Key Distribution (QKD) 

protocol and is then distributed between sender and 

receiver.  

3.2 Chaotic Signal Generation 

In chaotic based cryptography, the chaotic signal 

generated using different techniques is used for 

encryption and decryption of the message. In the 

proposed paper, the chaotic signal can be generated 

from augmented Lorenz equations. 

 In asymmetric key cryptography using augmented 

Lorenz equations, the chaotic signal used for 

encryption is generated using the secret key eAB 

known to the sender and the Ẏ matrix and the Ż 

matrix of the augmented Lorenz equations given in 

equations (2) and (3).  eAB is the secret key obtained 

at the sender side using beta-transformation. 

In symmetric key cryptography using augmented 

Lorenz equations, logistic map is used for the 

generation of the chaotic signal for encryption, with 

the help of the shared secret key sk and Ẏ matrix and 

Ż  matrix of the augmented Lorenz equations given 

in (2) and (3). The shared secret key is generated by 

the sender and the receiver using the QKD protocol. 

Once the shared secret key has been generated, it is 

given as the initial condition for the logistic map. 

The chaotic signal is then generated from the output 

of the logistics map and the Ẏ matrix and Ż matrix 

of the augmented Lorenz equations given in 

equations (2) and (3).  

3.3 Encryption 

In public key cryptography using augmented Lorenz 

equations, the cipher text is obtained by masking it 

with the chaotic signal to prevent it from 

eavesdropping. Here, the plain text is encrypted by 

XORing it with the chaotic signal. The chaotic 

signal for message encryption is generated using the 

secret key eAB and augmented Lorenz equations. 

Here, cipher text = plain text XOR chaotic signal 

In symmetric key cryptography using augmented 

Lorenz equations, the plain text which is to be 

transmitted safely is masked with the chaotic signal. 

Here, the chaotic signal is generated from the shared 

secret key sk between sender and the receiver, the 

logistic map and also the augmented Lorenz 

equations. The technique used for masking chaotic 

signal with the plain text is one time padding. One 

time padding is an encryption technique which 

involves modular addition of the message and the 

key. The key here is the chaotic signal. For one time 

padding, both the message and the key have to be of 

same length. 

3.4 Chaotic Signal Regeneration 

Once the cipher text has been transmitted and is 

received at the receiver side, the receiver has to 
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unmask the chaotic signal from the cipher text to 

obtain the plain text. To unmask the chaotic signal 

from the received cipher text, the receiver has to 

regenerate the chaotic signal. 

In asymmetric key cryptography using augmented 

Lorenz equations, the chaotic signal used for 

decryption is regenerated using the secret key eBA 

and the Ẏ matrix and the Ż matrix of the augmented 

Lorenz equations given in equations (2) and (3). eBA 

is the secret key that is obtained at the receiver side. 

In symmetric key cryptography using augmented 

Lorenz equations, the chaotic signal is regenerated 

using the shared secret key sk, the logistic map and 

the augmented Lorenz equations. Here, the shared 

secret key sk  is the key known to both sender and 

the receiver and is calculated using QKD protocol. 

The shared secret key sk is given as the initial 

condition for the logistic map. The chaotic signal is 

then generated from the output of the logistics map 

and the Ẏ matrix and Ż matrix of the augmented 

Lorenz equations given in equations (2) and (3). 

3.4 Decryption 

To obtain the plain text back from the cipher text, 

the chaotic signal has to be unmasked from the 

cipher text. To decrypt the cipher text, the chaotic 

signal has to be regenerated. Once the chaotic signal 

has been regenerated, in asymmetric key 

cryptography using augmented Lorenz equations the 

cipher text is XOR-ed with the chaotic signal to 

obtain the plain text. 

Here, plain text = cipher text XOR chaotic signal 

In symmetric key cryptography using augmented 

Lorenz equations, the receiver first regenerates the 

replica of chaotic signal. To unmask the chaotic 

signal from the received cipher text, he then 

subtracts the replica of the chaotic signal from the 

cipher text to obtain the plain text. The decryption 

takes place as reverse process of encryption where 

modular subtraction of the cipher text and the 

chaotic signal takes place. 

 

4. Algorithms 

4.1Algorithm for Asymmetric Key Cryptography 

Using Augmented Lorenz Equations 

1.  Set initial values x0, y0, z0 for both sender and 

receiver and set the parameters of three   dimension 

beta-transform (a1,b1,a2,b2,a3,b3). 

2. Generate the private key KA for sender using three 

logistic maps. 

3. Generate the private key KB for receiver using 

three logistic maps. 

4. Generate the public key eA for sender using three 

beta-transformation maps. 

5. Generate the public key eB for receiver using three 

beta-transformation maps. 

6.  Send public key of sender eA to receiver. 

7.  Send public key of receiver eB to sender. 

8. The sender calculates the secret key for sender eAB 

using the beta-transformation map. 

9. The receiver calculates the secret key for receiver 

using the beta-transformation map. 

10.The sender generates the chaotic signal for 

encryption using eAB and the augmented Lorenz 

equations. 

11.The sender encrypts the plain text by XOR-ing it 

with the chaotic signal and the cipher text is sent to 

the receiver through the classical data 

communication channel. 

12.The receiver regenerates the chaotic signal for 

decryption eBA and the augmented Lorenz equations. 

13.The receiver decrypts the cipher text by XOR-ing 

it with the regenerated chaotic signal to obtain the 

plain text. 

4.1 Algorithm for Symmetric Key Cryptography 

Using Augmented Lorenz Equations 

1. The secret key matrix M is generated from the 

augmented Lorenz equations. 

2. The shared secret key sk for the sender and 

receiver is calculated using the Quantum Key 

Distribution (QKD) protocol. 

3. The shared secret key sk is then given as the initial 

condition for the logistic map. 

4. The sender generates the chaotic signal which is 

used for masking the plain text from the output of 
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the logistic map and the augmented Lorenz 

equations. 

5. The sender encrypts the plain text by masking it 

with the chaotic signal using one time padding. 

6. The sender then transmits the cipher text through 

the classical data communication channel. 

7. At the receiver side, the shared secret key sk is 

given as the initial condition for the logistic map. 

8. The chaotic signal is regenerated from the output 

of the logistic map and the augmented Lorenz 

equations. 

9. The receiver then unmasks the chaotic signal from 

cipher text to obtain the plain text using the reverse 

process of encryption. 

5. Experimental Results and Discussion 

Analysis is conducted to find out the chaos 

generated by the dynamic behavior of the augmented 

Lorenz equations, the encryption and the decryption 

time of symmetric and asymmetric key cryptography 

using augmented Lorenz equations and signal 

intensity of plain text and cipher text. 

5.1 Dynamic Behavior of Augmented Lorenz 

Equations 

To exemplify chaos generated by the augmented 

Lorenz equations, the equations are integrated by the 

fourth-order Runge-Kutta method. The equations for 

fourth order        Runge-Kutta method are given as 

yn+1 = yn + [k1 + 2k2 + 2k3 + k4]/6                       (19) 

k1 = hf(xn,yn)                                                         

(20) 

k2 = hf(xn + 1/2h,yn + 1/2k1)                                (21) 

k3 = hf(xn + 1/2h,yn + 1/2k2)                                (22) 

k4 = hf(xn + h,yn + k3)                                          (23) 

h = xi+1 − xi                                                                                         

(24) 

From the analysis, it is found that augmented Lorenz 

equations generate sufficient high dimensional chaos 

necessary for the system. 

Table 1: Numerical Solutions of Ẋ 

N Numerical Solutions of Ẋ 

0 -518147096.00000376 

1 67467080078204.48 

2 -15302513122558704e19 

3 2.59026914834978e25 

4 -7.264376617968133e30 

5 3.749747975234668e36 

6 -3.958771088719032e41 

7 2.628871426102482e47 

8 -4.228423709264103e52 

9 -5.781048040009516e58 

 

 

Figure 5: Dynamic Behavior of Ẏ 

 

 

Figure 6: Dynamic Behavior of Ż 

 

5.2 Encryption Time and Decryption Time 

Encryption time is the time taken to compute cipher 

text from plain text and decryption time is the time 

taken to compute plain text back from cipher text. 

From the analysis, the encryption time and 

decryption time of symmetric key cryptography is 

found to be higher than the encryption and 

decryption time of asymmetric key cryptography. 
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Figure 7: Encryption Time Taken for Symmetric 

and Asymmetric Key Cryptography 

 

Figure 8: Decryption Time Taken for Symmetric 

and Asymmetric Key Cryptography 

5.3 Signal Intensity of Plain Text and Cipher 

Text 

The strength of the original message and the cipher 

text after encryption is computed by plotting the 

signal intensity against time. From the analysis, the 

signal intensity of cipher text is found to be stronger 

than the signal intensity of the plain text. 

 

 

 

Figure 9: Signal Intensity of Plain Text and Cipher 

Text in Symmetric Key Cryptography 

 

 

6. Conclusion 

The performance of symmetric and asymmetric key 

cryptography using augmented Lorenz equations are 

compared and analyzed. The application of the 

augmented Lorenz equations adds more chaoticity to 

the system. Also it is found that the signal I 

ntensityof cipher text is stronger than the signal 

intensity of plain text in both symmetric and 

asymmetric key cryptography using augmented 

Lorenz equations. The main disadvantage of the 

proposed system is the large execution time in 

symmetric key cryptography. As a future work, 

measures can be taken to reduce the total execution 

time when augmented Lorenz equations are used for 

symmetric key cryptography. Future work can also 

include using the proposed public key cryptosystem 

to enhance Internet security protocols. 
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