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messages in MANET.

Abstract: These MANET Stands for Mobile Ad-hoc network is an autonomous system of mobile routers and its associated hosts
connected by wireless links. Because MANETS are mobile, they use wireless connections to connect to various networks
Network are formed dynamically by an Autonomous system of mobile nodes that are connected via wireless links. Nodes in MANET
Communicate directly with each other when they are in same communication range otherwise they rely on their neighbors to send
messages.MANET is a unique application. MANET is prone to various types of attacks due to its increased use. So Todays urgent need is to
develop efficient intrusion-detection system to protect MANET from malicious attacks.This paper focuses on Enhanced Adaptive
Acknowledgment (EAACK) which is an IDS Specially designed for MANET which will detect malicious nodes very efficiently and in
addition to that EAACK can be extended further by adopting hybrid encryption as a preventive measure which will enhance security of

Mobile Ad-hoc
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1. Introduction

MANET has natural mobility and scalability feature of wireless
network so they are mostly preferred. Wireless networks have
gained much more preferences over wired networks in the past
few decades due to improvement in technology and objective
of reducing costs. In a single-hop network, all nodes
communicate directly with each other if they are within the
same radio range. On the other hand, in a multi hop network,
nodes depend on other intermediate nodes to transmit the data
if the destination node is out of their radiorange. MANET does
not have centralized and fixed network infrastructure thus, all
nodes are free to move. There are many applications of
MANET like it is used in critical mission applications like
military conflict or emergency recovery, Disaster relief,
Economic and commercial applications like mesh networks,
Personal area network, Ad-hoc Gaming etc. It requires Minimal
Configuration and it is easy to deploy. In wireless network
security is of great importance. MANET is open medium so it
makes node prone to various types of attacks. Nodes in
MANET behave co-operatively with each other they rely on
each other. In such scenario attackers can take advantage by
inserting malicious or non-cooperative nodes into the network.
Traditional Monitoring technique is no longer safe to protect
nodes in MANET from attacks due to changing topology, open

medium and its wide distribution so it is crucial todevelop an
intrusion-detection system (IDS) specially designed for
MANETs. Set of actions that attempt to identify and
compromise the integrity, confidentiality, or availability of a

resource is known as Intrusion Detection. Next section, mainly
concentrate on discussing the background information required
for understanding EAACK better. Diagram Fig. 1 showing
MANET mobile nodes.
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Figure 1. MANET

2. Literature Survey
Different IDS for MANET are:

A. Watchdog Scheme: The main idea of Watchdog scheme is
Monitoring of nodes. Once a node is believe to be misbehaving
the source would choose a new route with the aid of pathrater
such Watchdog Mechanism do not perform well in presence of
adverse channel conditions and interference allowing the
misbehaving node to corrupt a single packet while being
undetected with high probability. Watchdog detects malicious
misbehaviours by listening to its next hop’s transmission.
When next node fails to forward the packet within a certain
period of time and if watchdog node overhears that failure
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counter is increased. Whenever a counter of node’s failure
exceeds a predefined threshold the Watchdog node reports it as
misbehaving.The Watchdog scheme fails to detect malicious
misbehaviours with the presence of the following that is partial
dropping,ambiguous collisions, limited transmission power,
collusion, receiver collisions and false misbehaviour report [1].
Figure 2, figure 3, figure 4 shows a receiver collision, Limited
Transmission power, false misbehaviour report.
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Figure 2. Receiver Collisions: Both nodes B and X are trying
to send Packet 1 and Packet 2, respectively, to node C at the
same time.
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Figure 3. Limited Transmission power: Node B limits its
transmission power so that the packet transmission can be
overheard by node A but too weak to reach node C.
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Figure 4. False Misbehaviour Report: Node A sends back a
misbehaviour report even though node B forwarded the packet
to node C.

B. TWOACK: It is use to resolve the receiver collision
andlimited transmission power problems of Watchdog, it is
neither an enhancement nor a Watchdogbased scheme.
TWOACK  detects misbehaving links by  giving
acknowledgement of each and every data packets transmitted
from the source to the destination over each three consecutive
nodes along the pathUpon receiving packet , each node is
required to send back an acknowledgement packet along the
route to the node that is two hops away from it down the
route.Fig. 5. Showing TWOACK scheme where each node is
required to send back an acknowledgement packet that is two
hop away[1][17].
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3. Misbehaviorreport authentication(MRA)
For Hybrid Encryption
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Figure 5. TWOACK Scheme

Problems posed by Watchdog such as receiver collision and
limited transmission power is successfully solved by
TWOACK scheme. However, significant amount of unwanted
network overhead is caused by the acknowledgment process
required in every packet transmission process.

C. AACK: AACK is Proposed by Sheltami et al.This Scheme
is Based on the combination of TWOACK or TACK and
ACK(end-to-end ~ ACKnowledgement). Same  network
throughput is maintained and it also significantly reduces
network overhead. In AACK Source node s sends packet 1 to
destination node. This packet 1 is received by destination node
after it is forwarded by all intermediate nodes. Once the packet
is received by destination it is required to send back an
acknowledgement packet to source node within predetermined
time.If it fails to send back acknowledgement in predetermined
time than source node switch to TACK scheme by sending out
TACK packets.Fig. 6. Shows transmission of packet 1 from
source to destination and receiving an Acknowledgement back.
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Figure 6. AACK Scheme

3. Problem Definition

TWOACK and AACK both of them are prone to the false
misbehavior attack even though it solves two weaknesses,
namely, receiver collision and limited transmission power. So
Proposed IDS EAACK Enhanced Acknowledgement specially
designed for MANET is designed to solve three of the six
weaknesses of watchdog scheme namely limited transmission
power, receiver collision and false misbehavior. To enhance
the security of the network Hybrid Encryption scheme is used.
In this way Proposed EAACK is used to avoid attacks and
enhance security.

4. Scheme Description

In this section, we describe EAACK scheme in detail. In
addition to that it can be made more secure with the
introduction of Hybrid Encryption technique to enhance its
security.EAACK is consisted of three major parts namely

1. ACK
2. Secure ACK (S-ACK),

ACK: As discussed before, end-to-end acknowledgment
scheme is ACK. In Figure 7, source node S first sends out an
ACK data packet Padl to the destination node D. If all the
intermediate nodes are cooperative along the route between the
nodes S and D then node D successfully receives packet
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Pad1,now node D destination node is required to send an ACK
acknowledgment packet Pak1 back in a reverse order along the
same route to source. If node S receives Pakl Within a
predefined time period, then the transmission of packet from
node S to node D is successful. Otherwise, sender node S will
switch to S-ACK mode to detect the misbehaving nodes in the
route by sending out an S-ACK data packet.

Figure 7. ACK Scheme
SACK: The S-ACK scheme reduces extra traffic caused by
TWO-ACK. It is derived from TWOACK Scheme but an

improved approach. The S-ACK principle is to let every three
nodes which are consecutive to work in a group to detect nature
of nodes weather they are misbehaving or not. In this the third
node in consecutive group is required to send an S-ACK
acknowledgment packet to the first node. The S-ACK mode
intention is to detect misbehaving nodes in the presence of
receiver collision or limited transmission power. It also suffers
from network overhead.

MRA Scheme:

Malicious Attackers generate false misbehavior report to
falsely report innocent nodes as malicious. Now it’s very
difficult weather to trust it or not so MRA scheme is used to
ensure. The MRA scheme is used to authenticate whether the
destination node has received the reported missing packet

through a different route. In MRA mode, Firstly local
knowledge base of source node is searched and alternative
route to the destination node exists or not is checked. The
source node starts a DSR routing request if there is no other
that exists to find another route. We circumvent the
misbehavior reporter node by adopting an alternative route to
the destination node. After receiving MRA packet by
destination node it searches its local knowledge base and
checks and compares if the reported packet was received. If it
is received already, then mishehavior report is false and it is
safe to conclude and the node that generated this report is
marked as malicious. Otherwise misbehavior report is trusted
and accepted. Figure 8, shows flow of execution of EAACK

[1].

HYBRID Encryption: In Hybrid encryption and decryption
AES-Rijndael algorithm with 128-bit session key value is used
to encrypt the message. Hash value of the same message is
calculated which is again encrypted using RSA algorithm with
1028 bit public key of the receiver. On the receiver side
decryption is done using 128-bit session key value of AES-
Rijndael of encrypted message and hash value which was
encrypted is decrypted with RSA 1028 bit private key of the
receiver. To ensure the integrity of message weather it has
arrived intact or not is checked by calculating hash value of
received message and then it is compared with the hash value
which is received. Thus in this way we can enhance the security
of messages and better increase the performance of network.
This hybrid encryption will protect data in the packets and will
provide better security.
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Figure 8. EAACK System
5. Conclusion and Future Work hybrid encryption using AES-Rijandel and RSA

Mobile Ad Hoc Network has always been prone to security
attacks packet dropping has always been a major threat.
EAACK Methods are concentrating only on detection of
malicious nodes.So it can be further extended to include
hybrid encryption to strengthen the security of nodes.
Detection of malicious nodes can be done by using
EAACK and Prevention of messages, nodes and reducing
network overhead caused by EAACK can be taken care by

Algorithm. In future security can be further enhanced by
improving Hash algorithms.
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