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Abstract

Facial recognition technology has emerged as a vital innovation in the field of biometric identity
verification, offering benefits such as enhanced security and user convenience. This paper explores its
various applications, including public safety, access control, and consumer devices. Despite the
advantages, significant challenges such as algorithmic bias, lighting variations, and privacy concerns
remain, requiring further research and technological advancements.
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1. Introduction

Facial recognition technology is one of the fastest-growing fields in pattern recognition and computer vision,
especially over the past three decades. It is a form of biometric identification that uses the unique features of
a person's face to verify their identity. Compared to other biometric methods, such as retinal scanning,
fingerprinting, or voice recognition, facial recognition has a significant advantage—it does not require
physical interaction or contact between the user and the system, making it more convenient and intuitive for
various applications (Wang et al., 2023).

Today, facial recognition is widely used in security systems, surveillance, and even in consumer devices like
smartphones. With cameras embedded in mobile devices, facial recognition can be used to unlock devices,
authenticate payments, and manage access to personal accounts. In security and surveillance contexts, this
technology has become one of the most effective tools for identifying and tracking individuals in public
spaces. However, facial recognition technology also faces several technical and ethical challenges that need
to be addressed, such as variations in lighting, facial expressions, occlusion (blocking of parts of the face),
and concerns about privacy and data misuse (Smith & Davis, 2023).

Facial recognition is not only relevant in security and surveillance but also has vast potential in other fields
such as customer service, healthcare, and entertainment. This study aims to discuss the benefits of facial
recognition technology, its various applications, and the challenges faced in real-world deployment.

2. Applications Of Facial Recognition Technology

Facial recognition technology has found crucial applications in several sectors, making it one of the most
significant innovations in biometric identity management. Below are some key applications of facial
recognition:

2.1 Public Safety and Surveillance

One of the primary applications of facial recognition is in public safety. In many public places, such as
airports, train stations, shopping malls, and other crowded areas, this technology is used to identify
suspicious individuals or those with a criminal history. Modern surveillance systems equipped with facial
recognition help authorities monitor and detect suspicious activities (Jones & Davis, 2023). For example,
large-scale public events have implemented facial recognition to enhance crowd safety, helping law
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enforcement prevent potential threats by quickly identifying individuals of interest (Nguyen et al., 2022).
Figure 1 illustrate how facial recognition is used in airport security systems, including monitoring
passengers during security checks.

Figure 1: Facial recognition application at airports

2.2 Access Control and Perimeter Security

Facial recognition technology is also used to manage access to restricted or high-risk areas. Many companies
and organizations now use facial recognition to control access to offices, industrial areas, and security
rooms. This technology allows systems to verify individuals' identities without the need for access cards or
passwords, streamlining security procedures and increasing convenience (Kumar & Patel, 2023). Figure 2
illustrates that facial recognition replaces access cards in managing security and access control.

Figure 2: Illustration of access control using facial recognition

2.3 Use in Personal Devices

Modern smartphones increasingly rely on facial recognition as a way to unlock devices and authenticate user
identity. Technologies like Face ID on iPhones and facial recognition on Android systems enable users to
unlock their devices simply by looking at their screens. This offers enhanced security and convenience in
daily interactions, significantly reducing the reliance on PINs or passwords (Ali & Zhang, 2023). Figure 3
demonstrates the process of a user unlocking an iPhone using Face ID, highlighting how the device scans the
user's face and matches it to stored facial data.

Figure 3: fﬁe Process of Unlocking a Smartphone

2.4 Facial Recognition in Social Media
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Facial recognition technology has also been integrated into social media platforms. For instance, Facebook
uses facial recognition to identify individuals in uploaded photos, allowing the system to automatically
suggest tags based on who appears in the image. This feature not only enhances user experience but also
helps personalize content and targeted advertising (Martinez & Liu, 2022). Figure 4 compares the time taken
and security benefits of facial recognition versus traditional PIN authentication, illustrating how facial
recognition offers both faster and more secure access.

Time s Taken Traditional PIN
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Figure 4: Comparison of Facial Recognition vs. PIN Authentication

3. Challenges In Facial Recognition Technology

Despite its many advantages, facial recognition technology faces several challenges that must be overcome
to ensure its effectiveness in real-world environments. Some of the main challenges include:

3.1 Changing lighting conditions

Facial recognition systems still struggle in situations where lighting is unstable or too dim. The technology
depends on the clarity of the captured images, and changes in lighting can lead to errors in identifying
individuals accurately (Khan et al., 2024).

Optimal Lighting Low Lighting Excesive Lighthtt

Figure 5: Influence of lighting on facial recognition
3.2 Pose variations
Changes in facial poses, such as when the face is scanned from different angles, also present a significant

challenge for facial recognition. Extreme or non-standard facial poses can reduce the system's accuracy in
identifying individuals (Patel & Kumar, 2023).
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Figure 6: Example of pose variation in facial recognition systems
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3.3 Facial occlusion

Obstructions such as glasses, masks, or headscarves can cause recognition systems to struggle with
accurately identifying faces. This issue is especially prevalent in real-world environments, where people
often wear accessories that obscure parts of their faces (Zhang et al., 2023).

Obstrations of Facial Facial recongintion System

Figure 7: Facial occlusion

3.4 Facial expressions
Different facial expressions, such as smiling, anger, or sadness, can also affect facial recognition accuracy.
Changes in expression can lead to variations in recognition outcomes (Li & Wang, 2022).

Figure 8: Facial expressions

3.5 Privacy and Ethical Concerns

One of the most pressing concerns surrounding facial recognition technology is the issue of privacy and
ethics. Facial recognition, particularly when deployed in public surveillance systems, raises significant
questions about individual privacy rights. The potential for unauthorized monitoring and data collection,
without an individual’s consent, has led to widespread opposition from privacy advocates. In some cases,
facial recognition technology has been used without transparent policies in place, leading to concerns over
surveillance abuses and violations of personal freedoms.

For example, in 2021, several reports emerged that law enforcement agencies in the U.S. and U.K. had used
facial recognition technology at public events, such as protests, to monitor individuals. This sparked intense
debate regarding civil liberties, as many individuals were unaware their biometric data was being collected
and stored (Nguyen et al., 2023). Furthermore, the potential for governments or private companies to misuse
facial data for unauthorized purposes, such as targeted advertising or profiling, amplifies concerns about
surveillance overreach.

A well-known case study involves the use of facial recognition by a major retailer, which faced backlash
when it was revealed that shoppers' biometric data was being collected to track shopping habits without
informing customers. The data collected was then allegedly used for targeted marketing, raising questions
about data protection and consent (Li & Chen, 2022).

The lack of proper regulations and guidelines has made it easier for data breaches and unethical uses of
facial data to occur. For instance, a 2022 breach in a facial recognition database compromised sensitive
information of millions of individuals, leading to widespread concern over how biometric data is stored and
protected (Zhang et al., 2022). This case emphasizes the urgent need for robust security measures and clear
regulatory frameworks to govern the ethical use of facial recognition technology.
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Therefore, it is essential to establish clear regulatory frameworks and laws to protect users' privacy rights,
particularly in the context of mass surveillance. Countries like the European Union are already taking steps
with the General Data Protection Regulation (GDPR), which requires explicit consent for the collection and
use of personal data, including facial recognition. As this technology continues to advance, the development
of privacy-preserving mechanisms, such as anonymization and encryption, should be prioritized to mitigate
the risks of misuse. Figure 7 illustrates examples of the ethical implications of over-surveillance involving
facial recognition technology.

Figure 9: Privacy concerns in facial recognition

3.6 Accuracy and Algorithmic Bias

The final significant challenge in facial recognition technology lies in the inherent bias present in many of
its algorithms. Studies show that facial recognition technology is often less accurate when identifying
individuals from minority ethnic groups or different genders. This issue is particularly concerning in areas
such as law enforcement and public safety, where misidentifications can lead to wrongful accusations or
arrests.

Based on (Nguyen et al., 2023) study demonstration that while residual network with 50 layers (ResNet-50)
outperforms visual geometry group with 16 layers (VGG-16) and support vector machine (SVM) in facial
recognition accuracy, achieving 95.6%, perfect recognition rates are still challenging to attain, particularly in
difficult environments such as low-light or backlit conditions. Despite ResNet-50’s deep learning
architecture providing better performance and consistency across diverse scenarios, algorithmic bias remains
a critical issue, as the accuracy often varies across different demographic groups. No method achieved
flawless results, with biases contributing to disparities in recognition rates, especially for minority groups.
These findings underscore the need for ongoing advancements not only to improve accuracy under various
conditions but also to address and mitigate algorithmic biases in facial recognition technology as shown in
Figure 8 below.
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Figure 8: Training and validation accuracy of ResNet-50 (Nguyen et al., 2023)

A study by the National Institute of Standards and Technology (NIST) revealed that false positive rates were
significantly higher for African American and Asian faces compared to Caucasians, as well as across
different age groups and genders (Zhang & Wang, 2023). These findings underscore the urgent need for

Zulhadi Zakaria, 1JSRM Volume 13 Issue 03 March 2025 EC-2025-2100



improvements to ensure fairness in these systems. Figure 9 shows the comparative false positive rates for
different ethnic and age groups based on NIST's findings. As indicated in the finding data, Male Black
emerged as the most accurately identified demographic group among the top 20 algorithms analyzed by
NIST. Although this contradicts common assumptions and media portrayals, the results are not entirely
unexpected.

Face Recognition Accuracy
Ranking by Race and Gender for the Top 20 NIST FRVT Algorithms

Accuracy measured as the True Accept Rate at a fixed False Accept Rate of 0.01%
Source: www.nist.gov - Face Recognition Vendor Test (FRVT) Ongoing, July 31, 2019, Figure 53
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Figure 9: NIST Study on Demographic Disparities in Facial Recognition(Grother, P. et al., 2020)

4. Conclusion And Discussion

Facial recognition technology has paved the way for various innovations in identity management, security,
and surveillance. However, it still faces significant challenges that require urgent solutions, particularly from
both technical and ethical standpoints. While this technology offers substantial benefits across sectors, it is
crucial to ensure that advancements are made responsibly, balancing technological growth with the
protection of individual privacy rights. Moving forward, efforts must continue to address technical
shortcomings, particularly by refining algorithms to reduce bias and ensure equal accuracy for different
demographic groups. Additionally, integrating privacy-preserving mechanisms, such as encryption and
differential privacy, will help safeguard sensitive biometric data while maintaining system functionality.

In conclusion, the future of facial recognition technology hinges on its ability to evolve in response to these
challenges. By improving fairness and accuracy, as well as reinforcing ethical frameworks for its use, this
technology can realize its full potential while minimizing risks to privacy and civil liberties. Stakeholders,
including policymakers, technologists, and society at large, must collaborate to ensure that facial recognition
is employed not only for convenience and security but also in a manner that respects and upholds
fundamental human rights.
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