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Abstract

This study pioneers the first empirical integration of Protection Motivation Theory (PMT) and Technology
Acceptance Model (TAM) in West African academia to analyze cybersecurity awareness among 1,000
students across 10 Sierra Leonean universities (5 government, 5 private) using PLS-SEM. The novel
PMT-TAM framework addresses theoretical fragmentation in behavioral cybersecurity literature by
demonstrating how institutional factors (TAM) compensate for cognitive limitations (PMT) in resource-
constrained settings a dynamic previously unexplored in African contexts. Results reveal moderate overall
awareness (M = 3.42/5) but critical gaps, with only 12% accurately identifying phishing attempts. Key
findings show self-efficacy (B = 0.58) and institutional support (B = 0.49) as the strongest predictors of
protective actions, while perceived severity had weaker impact (f = 0.35). A significant "usage-awareness
gap" emerged, with 89% of students using the internet daily but lacking fundamental security knowledge.
Private institutions outperformed government counterparts in training quality (4.12 vs. 3.56, p < 0.01) and
tool adoption (68% vs. 41% VPN usage).

Theoretically, the findings advance hybrid behavioral models by revealing context-specific mediation
effects (63% of perceived severity’s impact mediated by self-efficacy). Practically, the study provides
actionable policy benchmarks, including allocating 3% of university IT budgets to cybersecurity and
establishing national training standards. These insights are critical for developing nations undergoing rapid
digitalization with limited security education infrastructure.

Keywords: Cybersecurity awareness, Higher education, Protection Motivation Theory (PMT), Technology
Acceptance Model (TAM), Developing Nations, Sierra Leone.

I. Introduction

Cybersecurity has become a critical concern in higher education due to the increasing reliance on digital
platforms for learning and administrative processes (Smith & Doe, 2020). Universities and polytechnics
store vast amounts of sensitive data, making them prime targets for cyber threats such as phishing,
ransomware, and identity theft (Johnson et al., 2021). In Sierra Leone, where internet access is increasingly
available, students are digitally active, but their understanding of cybersecurity remains an understudied area
(Kamara & Sesay, 2019). To better defend scholarly institutions and strengthen resilience against cyber
assaults, developing countermeasures tailored to students’ practices requires understanding their
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cybersecurity habits. In Sierra Leone, private and government universities differ in cybersecurity
preparedness because of the ownership split. Njala University and University of Sierra Leone IPAM and
COMAMHS are government institutions and tend to be underfunded, while private universities University of
Makeni and University of Management and Technology have better IT resources. Cross-sector comparisons
of cybersecurity awareness permeated these sectors and provided gaps in policy and pedagogy, which could
be utilized to inform policy and administrative action (Bah et al., 2021).The potential impact of this study
resides in shaping Sierra Leone's national policies on cybersecurity in higher education. Validating
hypotheses surrounding the cyber behavior of students and the protective measures taken by the institution
provides a solid foundation for guiding curriculum development, formulating awareness programs, and
strategically allocating funds for cybersecurity resources in light of burgeoning cyber threats in the region.
Moreover, this work addresses the converse of what Bangura (2018) describes, which is the absence of
literature on the topic of digital safety in developing countries, which is oversaturated by the existence of
internet connections.

Research on the cybersecurity of Sierra Leone and its developing counterparts is rather scant, alongside the
works published by Smith and Doe (2020) and Kamara and Sesay (2019). This is the result of a stagnation in
the field of security education in the country, alongside the steep rise of internet connections, which spiked
45% from 2020 to 2023 (Bangura et al. 2023). This work closes the controversial form of inertia where
students (89% of them) do not recognize threats in the digital world (12% recognize phishing). Along with
the lack of advanced policy structures, the academic sector is in dire need of protective policies, as
highlighted by Jalloh and Koroma (2020). This lack of protection is only intensified by the low levels of
technical know-how, and scant public awareness, as described by Mansaray and Kamara (2021), which low
resource countries and Sierra Leone in particular embrace.

African universities, increasingly targeted due to weak security protocols and student vulnerability to social
engineering (Williams et al., 2021), face heightened risks in Sierra Leone, where frequent power outages,
poor network security, and insufficient training further exacerbate threats (Conteh & Turay, 2022). Reliance
on unsecured public Wi-Fi (Sesay, 2023) and the lack of systematic cybersecurity education leave students
unprepared to identify phishing or malware risks (Kargbo & Bangura, 2022), posing significant barriers to
the country’s digital transformation and risking institutional reputational and financial harm (Kamara, 2022).

This investigation aims to deepen the understanding of cybersecurity education within higher learning
institutions in Sierra Leone by pursuing three objectives. Firstly, it assesses the awareness levels of
university students employing an integrated PMT-TAM framework to measure both technology acceptance
and threat perception concurrently. Secondly, the research performs the first systematic assessment of risk
behaviors of students from government and private institutions. Thirdly, it analyzes institutional support
frameworks, focusing on the links between curriculum and technology frameworks and cybersecurity
outcomes. In achieving these objectives, the research develops strategies to strengthen cybersecurity
education in the diverse higher education landscape of Sierra Leone. Recent research on awareness of
cybersecurity issues exhibits an uneven geographical focus: more than 80% of studies conducted in the
United States, Europe, and some parts of Asia. This leaves an acute and troubling absence of scholarship on
the context of West Africa, and Sierra Leone's higher education system in particular. The few studies
conducted within the region are ignorant of the infrastructures and cultural realities of developing countries
which impact the cybersecurity behavior of its citizens. This lack of context hinders the creation of
specialized responses to the problem, as the solutions crafted for these regions end up failing in the context
of Sierra Leonean universities which are under-resourced.
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Perhaps the most glaring gap in the literature focused on the Sierra Leonean university landscape is the
absence of studies that explore cybersecurity preparedness using comparative approaches focused on
different governance models of the university. No published work systematically analyzes differences
between government-funded and private institutions regarding security infrastructure, curricular integration,
or student awareness levels (Fofanah & Koroma, 2023). This represents a significant knowledge gap, as
preliminary evidence suggests private universities may allocate more resources to cybersecurity measures.
The absence of empirical comparisons hinders policy development and resource allocation decisions for
improving national cybersecurity education standards.

Despite global research on cybersecurity awareness, few studies focus on Sierra Leonean university
students (Kanneh et al., 2021). Existing literature predominantly examines developed nations, neglecting
contextual factors such as institutional disparities between government and private universities (Rogers &
Prentice, 2020). This study fills this gap by assessing cybersecurity awareness and practices across ten Sierra
Leonean institutions, comparing government and private sectors. Sierra Leone's higher education sector
exhibits balanced governance diversity, with 5 government and 5 private universities sampled (Table 1).
This parity enables direct comparison of cybersecurity preparedness across administrative models, revealing
stark contrasts in IT investment (0.7-1.2% in government vs. 2.9-3.5% in private institutions) and digital
infrastructure maturity. The selected institutions represent 78% of the nation's tertiary enrollment, providing
comprehensive coverage of cybersecurity practices in both urban (Freetown) and regional (Bo, Kenema)
academic hubs.

Table 1: Sierra Leonean Universities Sampled in Study

Institution University Name IT Budget VPN Cybersecurity Primary
Type y Allocation (2022)  Adoption Training Rating (1-5) Location
Government Njala University 0.9% 38% 34 Bo
University of Sierra 0 0
Leone (IPAM) 1.1% 42% 3.6 Freetown
Ernest Bal Koroma 1 7o 29% 3.1 Makeni
University
Milton — Margai -, o, 45% 3.8 Freetown
Technical University
Bastern —Technical ) 5y, 51% 4.0 Kenema
University
Private University of Makeni 3.1% 2% 4.3 Makeni
Lm.]k()k\.ng 2.9% 65% 41 Freetown
University
University of 0 0
Management & Tech 3.3% 68% 4.2 Freetown
African Graduate  3.0% 63% 4.0 Bo
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Institution University Name IT Budget VPN Cybersecurity Primary
Type y Allocation (2022)  Adoption Training Rating (1-5) Location

University

Lusignan  University

3.5% 75% 4.4 Kenema
College

This study seeks to address three key research questions to evaluate cybersecurity awareness and practices in
Sierra Leone. First research question (RQ1) examines the level of cybersecurity awareness among university
students, assessing their knowledge of threats and protective measures. The second research question (RQ2)
explores online behaviors that put users at risk, such as using weak passwords and sharing sensitive
information, which may in turn make students vulnerable to cyber threats. Lastly, the third research question
(RQ3) assesses cybersecurity education and infrastructure in government and private institutions, evaluating
gaps in policy, training, and technological protections. Through answering these questions, the study seeks
to contribute to the understanding of cybersecurity gaps and inform measures to bolster digital safety in the
academic contexts of Sierra Leone.

As reflected in the literature, the absence of integrated theoretical frameworks when analyzing cybersecurity
behaviors in Africa’s higher education institutions is telling. Protection Motivation Theory (PMT) has been
used to study threat perception and the Technology Acceptance Model (TAM) to study the adoption of
security tools, but very few scholars have used these frameworks in conjunction (Cole & Wilson, 2021).
Such theoretical fragmentation hampers understanding of threat appraisal and technology adoption as
integrated phenomena that influence student behavior. The current research conflict seeks to fill the gap by
applying both PMT and TAM to expose the factors that determine cybersecurity awareness in academic
institutions in Sierra Leone.

Theoretical Framework

This work employs both Protection Motivation Theory (PMT) and the Technology Acceptance Model
(TAM) to examine student cybersecurity behaviors (Davis et al., 2022). PMT elucidates how individuals
assess a threat here, the perceived severity of cyber incidents and how they judge their capacity to respond
effectively, affecting their willingness to engage in protective behaviors. The TAM perspective, by contrast,
focuses on the perceived utility and usability of security measures, thereby shedding light on whether
students accept and consistently apply these measures (Bangura & Lim, 2019). Merging both lenses, the
current investigation interrogates the cognitive, attitudinal, and institutional drivers of secure practices.
Earlier African studies have applied PMT to understand susceptibility to phishing (Cole & Wilson, 2021)
and have harnessed TAM to probe mobile security conduct, establishing a well-grounded precedent for a
multi-theoretic synthesis that yields a richer understanding of student decisions vis-a-vis digital protection.

The conceptual model illustrated in Figure 1 brings together PMT and TAM to chart the pathways through
which students cultivate cybersecurity awareness and translate that awareness into behavior. Within PMT,
perceived severity establishes the threat's significance, while self-efficacy gauges the individual’s perceived
capacity to execute protective actions; institutional support enriches the coping appraisal. From the TAM
perspective, the dual lenses of perceived usefulness and ease of use shape how students assimilate
preventive tools into their routines. Demographic variables serve to contextualize and qualify the
relationships identified, while cybersecurity awareness is positioned as a mediator that increments both PMT
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and TAM effects, thereby stipulating how knowledge of threats and responses refines the pathways from
appraisal and acceptance to sustained protective conduct.

Integrating the two models allows the framework to simultaneously investigate the motivational
underpinnings captured by the Protection Motivation Theory alongside the technological considerations
articulated in the Technology Acceptance Model. This dual approach creates a unified vantage point from
which to analyze the drivers of secure behaviour, thereby furnishing decision-makers with a well-rounded
and actionable perspective on both the threat-to-person and the constraint-to-organization dimensions in
order to mitigate risk and lower hindrance to technology uptake.

PROTECTION MOTIVATION THEORY(PMT) TECHNOLOGY ACCEPTANCE MODEL(TAM)
PERCEIVED PERCEIVED
SEVERITY USEFULNESS(TEM)

\m X
\ CYBERSECURITY \
AWARENESS

I Haa H3a
[— \
DEMOGRAPHICS T BEHAVIORS
HZ2a
\ Hab
Hic '
INSTITUTIONAL
SUPPORT
PROTECTIVE

SELF- ACTIONS
EFTTCACY(PMT)

EASE OF USE(TEM)

BEHAVIORAL OUTCOMES

Figure 1 Framework combining PMT and TAM Models
Il.  Literature Review: Cybersecurity Awareness in Higher Education Institutions

A. Global Cybersecurity Awareness
Cybersecurity awareness in higher education has become critical as digital platforms proliferate, yet global

studies reveal stark disparities. While Saudi Arabia achieves 65% phishing awareness through institutional
training (Alzahrani et al., 2022), Ghana and Zimbabwe lag at 40% and 30% for phishing and ransomware
recognition, respectively (Ahadzie et al.,, 2021, Munyoka & Manzanga, 2023). African nations face
compounded challenges: Nigeria exhibits 72% password reuse (Oyediran et al., 2020), South Africa
struggles with social engineering susceptibility (Kortjan & Von Solms, 2021), and Sierra Leone where 80%
of students use unsecured Wi-Fi (Kargbo & Bangura, 2022) lacks empirical awareness studies entirely
(Kamara & Sesay, 2022). These gaps persist despite growing internet penetration, highlighting urgent needs
for localized research and education reforms.

Students globally engage in high-risk practices, with password reuse affecting 60—75% of respondents in
China and West Africa (Zhang et al., 2023, Adeyemi & Adekoya, 2022). Phishing susceptibility exceeds
55% in the U.S. and 68% in Nigeria (Williams et al., 2021, Oyediran et al., 2020), while reliance on insecure
networks remains pervasive (e.g., 80% in Sierra Leone (Kargbo & Bangura, 2022), mirroring Kenya
(Rogers & Prentice, 2020)). These trends, spanning diverse educational contexts, underscore the necessity
for enhanced institutional safeguards particularly in developing nations where infrastructure and training
deficits exacerbate vulnerabilities.
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B. Institutional Roles in Mitigation
Universities mitigate cyber risks through curriculum integration, infrastructure, and training, yet regional

disparities persist. While 90% of European institutions embed cybersecurity in IT curricula (Smith & Doe,
2020), only 20% of African universities mandate such courses (Kargbo & Bangura, 2022). Infrastructure
gaps are severe in Sierra Leone, where basic protections like VPNs are often absent in government
institutions, though private universities maintain better tools (Bah et al., 2021, Kanneh et al., 2021). Training
programs show promise, with PMT-based workshops reducing phishing susceptibility by 40% in South
Africa (Cole & Wilson, 2021), yet remain rare in West Africa (Okeke & Nkwe, 2023). These findings
highlight the urgent need for institutional commitments to education, technology investment, and evidence-
based training to bolster cyber resilience.

While PMT explains threat responses (Davis et al., 2022) and TAM predicts tool adoption (Okeke, 2023),
their synergy remains untested in West Africa despite its potential to address low awareness and resource
constraints. A systematic review found only 2 of 57 African cybersecurity studies used dual-theory
frameworks, none in higher education (Fofanah & Koroma, 2023). This gap is critical in Sierra Leone,
where TAM's institutional factors could compensate for PMT's cognitive limitations - a dynamic single-
theory models miss (Okeke, 2023). Our study pioneers PMT-TAM integration in West African academia,
offering a novel approach to these interconnected challenges (Sesay, 2023, Turay, 2023).

C. Theoretical Integration

The integration of Protection Motivation Theory (PMT) and Technology Acceptance Model (TAM)
addresses Sierra Leone’s unique cybersecurity challenges by combining threat appraisal (PMT) with tool
adoption dynamics (TAM). While PMT alone explains 38-47% of behavioral variance in African
cybersecurity studies (Davis et al., 2022, Adekoya, 2021), and TAM predicts 32—41% of technology
adoption (Bangura & Lim, 2019, Okeke & Nkwe, 2023), their synergy captures both cognitive and
institutional drivers. This dual approach is critical in resource-constrained settings where low self-efficacy
(PMT) may be offset by strong institutional support (TAM) a gap single-theory studies overlook (Turay,
2023). Figure 1 visually maps this theoretical complementarity.

Table 2 consolidates empirical evidence on cybersecurity awareness across Africa and comparator regions,
highlighting critical disparities this study addresses. While developed nations (e.g., Europe (Smith & Doe,
2020), U.S. (Williams et al., 2021)) report higher awareness (55-65%) and institutional training (75-90%),
African studies reveal systemic gaps phishing recognition ranges from 12% (Sierra Leone) to 40% (Ghana
(Ahadzie et al., 2021), South Africa (Kortjan & Von Solms, 2021)), with training adoption below 50% in
most cases. Notably, no prior African study integrates PMT and TAM, and only the current work examines
government-private institutional divides (68% vs. 41% VPN adoption). This comparative baseline
underscores the urgency of context-specific frameworks for Sierra Leone’s rapidly digitizing higher
education sector.

Table 2: Comparative Summary of Cybersecurity Awareness Studies

Phishin Institutional
Region Study (Citation) ISAng Tl Gaps Addressed

Awareness Training
Si . PMT-TAM integration,
ferta Current Study 12% 68% (private) e Y fhicgration
Leone institutional disparities
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Region

Nigeria

South
Africa

Ghana

Zimbabwe

Saudi
Arabia

Kenya

Tanzania

United
States

Europe

Study (Citation)

(Oyediran &  Von

Solms, 2021)

(kortjan et al., 2020)

(Ahadzie et al., 2021)

(munyoka & Manzanga,
2023)

(Alzahrani et al., 2022)

(Sulaiman et al., 2022)

(khando et al., 2021)

(Williams et al., 2021)

(Smith & Doe, 2020)

Phishing
Awareness

34%

40%

40%

30%

65%

34%

25%

55%

60%

Institutional
Training

20%

45%

35%

18%

90%

28%

22%

75%

90%

Gaps Addressed

Password reuse, limited TAM
adoption

Social engineering susceptibility

Phishing susceptibility, training
gaps

Ransomware awareness deficits

High training efficacy, lacks LIC
focus

Public Wi-Fi risks, no PMT-TAM
studies

Digital literacy paradox

Social engineering focus, non-LIC
context

Advanced infrastructure, irrelevant
to LICs

Source: [53] Sierra Leone Ministry of Education, "Higher Education IT Expenditure Report," Gov. Doc. SL-MOE-2022-
149, Dec. 2022. http://www.education.gov.sl/reports

D. Hypotheses Development and SEM Path Diagram

Based on Protection Motivation Theory (PMT) and Technology Acceptance Model (TAM), we propose the
following hypotheses:

1. Cybersecurity Awareness (PMT-Driven)

o H1: Students with higher perceived severity of cyber threats will demonstrate greater cybersecurity
awareness.

o H2: Students with higher self-efficacy (confidence in protective measures) will engage in safer
online practices.

2. Institutional Influence (Comparative Analysis)

Mohamed Koroma, [IJSRM Volume 13 Issue 08 August 2025

EC-2025-2593


http://www.education.gov.sl/reports

o H3: Private university students will report higher cybersecurity awareness than government
university students due to better IT infrastructure.

o H4: Government university students will exhibit riskier online behaviors (e.g., password reuse,
public Wi-Fi use) due to limited training.

3. Behavioral Intentions (TAM-Driven)

o HS5: Students who perceive cybersecurity tools as useful (TAM) will adopt more protective
measures.

e H6: Students who find security tools easy to use (TAM) will show higher compliance with best

practices.
PMT + TAM HYPOTHESES (H1-H6) RELATIONSHIPS
PRIVATE
UNIVERSITES i
PERCEIVED ADVANTAGE _ FERCENED
SEVERITY(PMT) USEFULNESS(TAM)
SELE- b1 Hé EASE OF USE(TAM)
EFFICACY(PMT) GOVERNMNET
UNIVERSITY RISKS NS
H2 /
\ H6
Ha4 /
CYBERSECURITY v/ \
AWARENESS .
RISKIER BEHAVIORS PROTECTIVE

ACTIONS

Figure 2 Showing Hypotheses Development and Relationships

Figure 2 presents a hypothesis-driven framework that examines the relationships between cybersecurity
awareness, behaviors, and institutional influences by integrating Protection Motivation Theory (PMT) and
the Technology Acceptance Model (TAM). The PMT constructs perceived severity (belief in threat
seriousness) and self-efficacy (confidence in mitigating risks) are hypothesized to directly
influence protective actions, while institutional factors (private universities' advantage vs. government
university risks) moderate these effects. Concurrently, TAM variables perceived usefulness and ease of use
are expected to reduce riskier behaviors by enhancing the adoption of security measures. Cybersecurity
awareness serves as a mediating factor, linking both PMT and TAM constructs to behavioral outcomes. This
model posits that heightened awareness, combined with institutional support and user-friendly tools, drives
safer online practices while mitigating risky behaviors.

The Integrated PMT-TAM SEM Model (N=1,000) examines the relationships between perceived severity,
self-efficacy, cybersecurity awareness, institutional support, and protective actions in influencing riskier
behaviors. Self-efficacy shows a moderate positive relationship (f=0.35), while cybersecurity awareness has
stronger, statistically significant effects (p=0.58, p=0.49). Institutional support mediates both PMT and TAM
paths, and protective actions significantly reduce riskier behaviors ($=0.45, f=0.30). Overall, the model
highlights how awareness, self-belief, and institutional measures collectively impact behavioral outcomes.
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INTEGRATED PMT-TAM SEM MODEL (N=1000)

PERCEIVED
SEVERITY(PMT PATH)

B=0.35

B=0.58
SELF-EFFICACY
(PMT PATH)

CYBERSECURITY B=0.45 PROTECTIVE
AWARENESS ACTIONS

N\

B=0l.30

RISKIER BEHAVIORS

INSTITUTIONAL B=0.22
SUPPORT
(TAM PATHS)

N

Figure 3 Integrated PMT-TAM SEM Cybersecurity Model

Table 3 synthesizes hypothesis testing outcomes alongside the integrated SEM model (Figure 3), revealing
key behavioral dynamics in Sierra Leonean universities. The SEM visualization confirms PMT's dominance
(blue paths), with self-efficacy exhibiting the strongest effect on protective actions (B = 0.58, p < 0.001),
while TAM's institutional support (green paths) significantly compensates for low threat perception (f =
0.49, p < 0.001) (Bangura & Lim, 2019, Davis et al., 2022). Notably, the red paths to riskier behaviors
demonstrate negative relationships, where awareness ( = -0.30) and institutional support (B = -0.22) reduce
hazardous practices, a finding absent in prior African studies (Okeke, 2023, Turay, 2023). This aligns with
H3-H6 results in Table 4, showing private institutions' advantage (AP = 0.17, p = 0.008) and TAM's role in
mitigating risks (Bah et al., 2021, Kanneh et al.,, 2021). The combined visual-statistical presentation
advances PMT-TAM integration for developing nations, addressing the theoretical gap identified in
(Fofanah & Bangura, 2023).

Table 3 Hypothesis Summary

Hypothesis Path (B) s;llue Supported? Interpretation Reference
H1: Perceived Severity 0.35 0.002 Yes Tl.lreat awz.irenes.s 2.110116 is insufficient  (Davis et al.,
— Awareness without skill-building. 2022)
H2: 1f-Effi fi i % of behavioral 1

S.e 1.cacy = 058 <0001 Yes COI:I idence drives 58 A).o behaviora (C.o e &
Protective Actions variance (strongest predictor). Wilson, 2021)

Privat instituti h 239

H3: Private > Govt o 017 0008  Partiall trrlvr? er m:‘fl utlonii S (:w b tt/z (Kanneh et al,
Awareness . . y stronger  effects due to better 1

resources.
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Hypothesis Path (B) value Supported? Interpretation Reference
H4: Instlltutlonal 0.49 <0001 Yes TAM .facto.rs compensate for PMT (Zhang et al,
Support — Actions limitations in LICs. 2023)
HS5: Perceived . . .
Usefulness ercewe_) 0.35 0.003 Yes Tool .ut111ty perceptions increase  (Okeke &
. compliance. Nkwe, 2023)

Adoption
He: E'ase of Use — 028 0.012 Yes Wea'k but s1gn1ﬁcant effect; usability  (Zhang et al.,
Compliance barriers persist. 2023)

I1l.  Methodology

A. Research Design and Sampling Framework
This study employs a quantitative cross-sectional survey design to assess cybersecurity awareness among

university students in Sierra Leone. The target population includes 1,000 students (100 per institution) from
10 universities (5 government and 5 private), selected through stratified random sampling. This sample size
satisfies the 10x rule for SEM (Hair et al., 2022) and provides 95% power to detect medium effect sizes (2 =
0.15) at o = 0.05 [37]. A stratified random sampling across Sierra Leone's higher education sector, selecting
100 students from each of 10 institutions (5 government, 5 private) listed in Table 1. This sampling
framework ensured proportional representation across three critical dimensions: (i) administrative models
(balanced 50% government and 50% private institutions), (ii) geographic distribution (4 Freetown-based and
3 provincial universities), and (iii) institutional resource allocation (IT budgets ranging from 0.7% to 3.5%
of total expenditures as documented in Table 1 (Sierra Leone Ministry of Education, 2022)). The stratified
approach enabled direct comparison of cybersecurity preparedness while controlling for Sierra Leone's
unique institutional landscape, where private universities average 2.9x greater IT investment than
government counterparts according to Ministry of Education benchmarks (Sierra Leone Ministry of
Education, 2022).

B. Measures & Instruments
Pilot testing (N=50) confirmed reliability: cybersecurity awareness (0=0.82), with subscales for perceived

severity (0=0.79) and self-efficacy (0=0.85); behavioral practices (0=0.81); and institutional support
(0=0.84) all exceeding 0.70 (Hair et al., 2022). The study examined three core constructs through validated
instruments: (i) cybersecurity awareness (PMT framework), (i1) behavioral practices, and (ii1) institutional
support (TAM framework). Cybersecurity awareness was measured using two PMT dimensions (Davis et
al., 2022) - perceived severity (e.g., "Cyberattacks could permanently damage my academic records") and
self-efficacy (e.g., "I can recognize phishing attempts") - both employing 5-point Likert scales (1 = Strongly
Disagree to 5 = Strongly Agree). Behavioral assessment combined dichotomous risk items (e.g., password
reuse (Williams et al., 2021)) with Likert-scale protective actions (e.g., regular security updates (Okeke &
Nkwe, 2023)). Institutional support metrics included TAM-based evaluations of training usefulness and
technology ease-of-use (Bangura & Lim, 2019, Zhang et al., 2023).

C. Theoretical Alignment of Selected Constructs
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The study's construct selection was rigorously grounded in both theoretical relevance and contextual
applicability to Sierra Leone's higher education environment. For Protection Motivation Theory
(PMT), perceived severity and self-efficacy were prioritized based on their established predictive power in
African cybersecurity studies, demonstrating B coefficients of 0.38-0.47 in behavioral models (Rogers &
Prentice, 2020, Davis et al., 2022). These constructs capture the dual appraisal process central to PMT -
threat evaluation (severity) and coping capability (self-efficacy) - which prior research confirms as critical in
low-infrastructure settings (Rogers et al., 2022, Van der Merwe, 2022). Technology Acceptance Model
(TAM) variables (perceived usefulness and ease of use) were incorporated to address Sierra Leone's unique
infrastructure constraints, where tool accessibility mediates behavioral outcomes [30new], (Turay, 2023).
This aligns with Okeke's (2023) findings that TAM factors explain 32-41% of security tool adoption
variance in resource-constrained academic environments (Okeke, 2023). The integrated PMT-TAM
approach thus accounts for both cognitive (threat appraisal) and institutional (technology adoption)
dimensions that collectively shape cybersecurity behaviors in developing nations (Fofanah & Bangura,
2023).

D. Validation
The assessment instruments were subjected to a multilayered validation framework to demonstrate both

reliability and internal validity. An initial pilot gathering of 50 learners five from each of the participating
higher-education institutions facilitated a preliminary evaluation of item clarity and candidate psychometric
qualities; the data yielded a satisfactory internal-consistency coefficient (Cronbach’s a = 0.82). Following
this preparatory stage, comprehensive Confirmatory Factor Analysis (CFA) was executed across the
consolidated dataset to adjudicate the measurement model. Results substantiated convergent validity, as all
constructs produced Average Variance Extracted (AVE) estimates that surpassed the 0.5 criterion, consistent
with the standards advanced by Fornell and Larcker (2021). The analytical strategy, therefore, secured both
reliability assurances and the successful alignment of observed indicators with their specified theoretical
constructs. Discriminant validity was endorsed through meticulous scrutiny of item cross-loadings and by
applying the Fornell-Larcker criterion; the analysis conclusively established that the constructs were distinct
in their empirical representation, averting the confounding overlap that could otherwise impair substantive
inferences.

E. Data Analysis
The analysis relied upon Structural Equation Modeling (SEM) to untangle the interrelations among the latent

constructs, employing a complementary dual-software strategy to enhance validity (Chin, 2021). Path
modeling using partial least squares (PLS) was executed within SmartPLS 4.0 to foreground predictive
linkages, whereas covariance-based SEM (CB-SEM) was carried out in AMOS 28 in order to interrogate
theoretical assumptions and evaluate overall model fit. A battery of fit indices was scrutinized to ascertain
satisfactory specification. The normed chi-square (%*/df) fell well within the acceptable range of less than 3
(Kanneh et al., 2022). Concurrently, the Comparative Fit Index (CFI) outperformed the 0.90 cut-off, and the
Root Mean Square Error of Approximation (RMSEA) was registered beneath 0.06, attesting to a close
correspondence between the model and the covariance matrix (Chin, 2022). The Standardized Root Mean
Square Residual (SRMR) added further confirmation by remaining below the 0.08 criterion, solidifying the
model’s specification (Fornell & Larcker, 2021). The synergistic use of both modeling paradigms thus
afforded expansive corroboration of the measurement framework and of the hypothesized structural paths.
The incorporation of PLS-SEM and CB-SEM in concert harnessed the predictive strength of the former and
the formal testing capabilities of the latter, thereby enriching the empirical evaluation of the theoretical
propositions.
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F. Multi-Group Analysis
To examine institutional differences, we conducted multi-group analysis (MGA) comparing government and

private universities using advanced permutation testing with 5,000 bootstrap samples (Hair et al., 2022).
This non-parametric approach was specifically selected for its robustness to distributional assumptions and
small sample imbalances that may occur in subgroup analyses. The permutation tests evaluated whether path
coefficients differed significantly (p < 0.05) between institution types while controlling for potential
covariates including student age, gender, and academic level. Critical parameters were assessed through
bias-corrected confidence intervals, with particular attention to differences in: (i) the strength of PMT
constructs (perceived severity and self-efficacy) on cybersecurity awareness, and (ii) the impact of TAM
factors (perceived usefulness and ease of use) on protective behaviors. The analysis employed Henseler's
MGA procedure in SmartPLS 4.0 (Hair et al., 2022), which is specifically designed for PLS-SEM
applications and provides more reliable results than traditional parametric approaches when comparing
group-specific path coefficients in complex structural models.

G. Correlation Table Results
Table 4 presents Pearson correlation coefficients among the study's key constructs, all of which were

statistically significant at p < 0.01 (N = 1,000). Perceived severity showed moderate positive correlations
with self-efficacy (r = 0.42) and institutional support (r = 0.38), suggesting that students who recognize the
seriousness of cyber threats also tend to have greater confidence in their ability to detect risks and perceive
stronger institutional cybersecurity measures. The strongest relationship emerged between self-efficacy and
protective actions (r = 0.63), indicating that students with higher confidence in their cybersecurity skills are
significantly more likely to adopt protective behaviors. Institutional support also demonstrated a substantial
correlation with protective actions (r = 0.57), reinforcing the importance of university-provided resources in
promoting cybersecurity practices. These findings empirically justify the integration of Protection
Motivation Theory (PMT) and Technology Acceptance Model (TAM) frameworks (Bangura & Lim, 2019,
Davis et al., 2022), as both cognitive appraisal (self-efficacy) and institutional factors (support) collectively
influence behavioral outcomes.

Table 4 shows significant correlations (p < 0.01) between key constructs

Construct 1 2 3 4

1. Perceived Severity 1.00

2. Self-Efficacy 0.42 1.00

3. Institutional Support 0.38 0.51 1.00

4. Protective Actions 0.25 0.63 0.57 1.00

H. Ethical Considerations
This study received approval from Sierra Leone’s National Ethics Committee (Ref: SLNEC-2023-147, 15

March 2023) (Joreskog, 2022), ensuring compliance with international research standards. To protect
participant confidentiality, all data were collected anonymously using unique coded identifiers, with no
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personally identifiable information stored. Survey responses were secured on encrypted servers, accessible
only to the research team. Participants provided informed consent and were debriefed about the study's
objectives after completion. These protocols align with the Belmont Report principles of respect for persons,
beneficence, and justice, mitigating potential risks while maximizing the societal benefits of the research.

1V. Results

A. Descriptive Statistics
The study examined a balanced sample of 1,000 university students, comprising equal representation from

government (n = 500) and private (n = 500) institutions. Participants demonstrated nearly equivalent gender
distribution, with 52% male, 47% female, and 1% identifying as other. Age demographics revealed that 68%
of respondents were undergraduates (18-23 years), while 32% were postgraduate students (24+ years).
Analysis of mean scores across key constructs showed moderate cybersecurity awareness levels (M =
3.42/5, SD = 0.89), with protective action implementation being slightly lower (M = 2.98/5, SD = 1.12). A
significant institutional disparity emerged in institutional support ratings, where private universities (M =
4.12, SD = 0.76) outperformed government institutions (M = 3.56, SD = 0.91) by 0.56 points on the 5-point
Likert scale (p < 0.01) (Kanneh et al., 2022). These baseline findings highlight critical gaps in cybersecurity
preparedness across Sierra Leone's higher education sector, particularly the need for enhanced institutional
support in government-funded universities to match the standards of their private counterparts (See table 5).

Table 5 summarizes key demographics

Variable Government Private Total Sample
Age (Mean) 21.4 22.1 21.7
Self-Efficacy (1-5) 3.21 3.78 3.49

Risk Behaviors (%) 62% 41% 51.5%

Table 6: Participant Demographics (N=1,000)

Characteristic Government (n=500) Private (n=500) Total (%)
Gender

Male 260 (52%) 260 (52%) 520 (52%)
Female 235 (47%) 235 (47%) 470 (47%)
Other 5 (1%) 5 (1%) 10 (1%)
Age Group
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Characteristic Government (n=500) Private (n=500) Total (%)

18-23 (Undergrad) 350 (70%) 330 (66%) 680 (68%)
24+ (Postgrad) 150 (30%) 170 (34%) 320 (32%)
VPN Usage 205 (41%) 340 (68%) 545 (54.5%)

8\6PN Adoption in Government vs. Private Universities
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VPN Adoption Rate (%)
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Figure 4 Comparison of VPN adoption rates between government (41%) and private (68%) universities in Sierra Leone,
highlighting institutional disparities in cybersecurity infrastructure (p < 0.01).

The demographic distribution of the 1,000 participants shows balanced representation between government
(n=500) and private (n=500) institutions, with identical gender proportions across sectors (52% male, 47%
female, 1% other) as shown in table 6. Age distribution reveals a predominance of undergraduates (68%
aged 18-23), though private institutions had a slightly higher proportion of postgraduate students (34% vs
30%). Most notably, VPN usage shows a substantial disparity, with private institution students reporting
68% adoption compared to just 41% in government universities - a 27-percentage-point difference that
underscores institutional resource inequalities. The sample's demographic balance supports comparative
analyses while the VPN usage gap previews potential institutional-level effects on cybersecurity behaviors.

B. Measurement Model Validation
The study's measurement model demonstrated strong reliability and validity across all constructs. Composite

reliability (CR) scores ranged from 0.82 to 0.91, exceeding the recommended threshold of 0.70 (Chin,
2022), while Cronbach's alpha values (0.79-0.88) further confirmed excellent internal consistency.
Convergent validity was established through average variance extracted (AVE) scores between 0.52 and 0.67
(Fornell & Larcker, 2021), all surpassing the 0.50 benchmark. Discriminant validity was verified using two
complementary methods: the Fornell-Larcker criterion (square roots of AVE greater than inter-construct
correlations) and HTMT ratios below the conservative 0.85 cutoff (Hair et al., 2022). For instance,
cybersecurity awareness showed strong discriminant validity (VAVE = 0.81) when compared to its highest
correlation with protective actions (r = 0.63). These robust psychometric properties confirm that all latent
variables were measured with high precision and minimal overlap between constructs, supporting the
integrity of subsequent structural model analyses.
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C. Structural Model & Hypotheses Testing
The partial least squares structural equation modeling (PLS-SEM) analysis yielded statistically significant

path coefficients supporting all hypothesized relationships (Fig. 4). The strongest effect emerged between
self-efficacy and protective actions (B = 0.58, p < 0.001), accounting for 33.6% of the variance in
cybersecurity behaviors, which strongly supports H1. Institutional support demonstrated a substantial
secondary effect on protective actions (f = 0.49, p < 0.001), explaining 24.0% of behavioral variance and
confirming H2. The relationship between perceived severity and self-efficacy (B = 0.35, p = 0.002) validated
H3, though with more moderate predictive power (12.3% variance explained). These results collectively
demonstrate that both individual cognitive factors (PMT components) and institutional resources (TAM
components) significantly influence cybersecurity practices in Sierra Leonean universities.

The structural model exhibited excellent fit with empirical data across multiple indices. The normed chi-
square (¥?/df = 2.31) fell well below the threshold of 3, indicating acceptable discrepancy between observed
and model-implied covariance matrices. The standardized root mean square residual (SRMR = 0.06)
surpassed the recommended <0.08 benchmark for good fit [39], while the normed fit index (NFI = 0.93)
exceeded the 0.90 cutoff for model acceptability. These indices collectively suggest the hypothesized
relationships accurately represent the underlying data structure without overfitting.

The PLS-SEM analysis results (Figure 4) reveal statistically significant path coefficients supporting all
hypothesized relationships. PLS-SEM results with standardized path coefficients (B) and explained variance
(R?). Key findings: self-efficacy predicts 58% of protective actions (p=0.58, R?=0.34); institutional support
explains 24% (p=0.49, R?>=0.24). Government institutions show weaker paths (AB=0.17, p<0.01).

PLS-SEM PATH ANALYSIS RESULTS
X2/df=2.31, SRMR=0.06, NFI=0.93

PERCEIVED
SEVERITY(PMT)

INSTITUTIONAL

SUPPORT

(B=0.35) (B=0.49)

PROTECTIVE ACTIONS

Figure 5 PLS-SEM results with standardized path coefficients (B) and explained variance (R?). Key findings: self-efficacy
predicts 58% of protective actions (=0.58, R?>=0.34); institutional support explains 24% ($=0.49, R>=0.24). Government
institutions show weaker paths (Ap=0.17, p<0.01).

Figure 5 presents the PLS-SEM path analysis results, highlighting the significant relationships between PMT
constructs and protective actions in cybersecurity. The analysis reveals that perceived severity has a
moderate positive influence (f=0.35) on protective behaviors, indicating that students who view cyber
threats as serious are more likely to adopt safeguards. Self-efficacy demonstrates a stronger effect (=0.58),
suggesting that confidence in one's ability to mitigate risks is a key driver of proactive cybersecurity
measures. Additionally, institutional support shows a substantial impact (=0.49), underscoring the role of
universities in fostering a secure environment through policies and resources. Together, these findings
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emphasize that threat perception, individual capability, and institutional backing collectively enhance
cybersecurity preparedness, with self-efficacy being the most influential factor.

The correlation analysis revealed three significant relationships central to understanding cybersecurity
behaviors in academic settings. First, the strong positive correlation between self-efficacy and protective
actions (r = 0.63, p < 0.01) provides empirical support for Protection Motivation Theory's central tenet that
individuals' confidence in their ability to execute protective measures significantly predicts actual security
behaviors. This large effect size (exceeding Cohen's threshold of 0.5 for substantial relationships) suggests
that interventions focusing on building students' technical competencies - such as phishing identification
workshops or password management training - may yield greater behavioral improvements than those solely
emphasizing threat awareness. Second, the robust association between institutional support and protective
actions (r = 0.57) demonstrates the practical value of the Technology Acceptance Model, indicating that
when universities provide user-friendly security tools and effective training programs, students are 57%
more likely to adopt recommended safeguards. These finding underscores institutions’ pivotal role in
converting security knowledge into practice through well-designed support systems. Finally, the moderate
correlation between perceived severity and self-efficacy (r = 0.42) reveals an important nuance: while
recognizing cyber threats is necessary, it remains insufficient for behavior change unless accompanied by
corresponding skill development. This has direct implications for curriculum designers, suggesting that
cybersecurity education should balance threat awareness with hands-on skill building to maximize protective
outcomes. Collectively, these correlations validate the study's integrated PMT-TAM framework while
providing actionable insights for both individual-level training and institutional policy development.

1. Self-Efficacy — Protective Actions

Figure 6 demonstrates the strong positive relationship (r = 0.63, p < 0.01) between students' self-efficacy and
their adoption of protective cybersecurity behaviors, validating the first research objective on PMT's
behavioral predictions. The upward trend in the scatter plot indicates that students with higher confidence in
identifying threats (x-axis) were significantly more likely to implement safeguards like two-factor
authentication (y-axis). This large effect size (exceeding Cohen's benchmark for substantial relationships)
empirically supports the study's hypothesis that skill-building interventions such as phishing recognition
workshops would effectively promote cybersecurity practices. The tight clustering of data points along the
regression line underscores self-efficacy as a critical driver of proactive behaviors, justifying targeted
training programs in academic settings.
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Figure 6 Positive relationship between self-efficacy and protective cybersecurity behaviors (r = 0.63, p < 0.01),
demonstrating that confidence in threat mitigation drives proactive measures.

2. Institutional Support — Protective Actions

Figure 7 illustrates the significant correlation (r= 0.57,p < 0.01) between institutional support and
protective actions, addressing the second research objective on TAM's applicability. The plot reveals that
students who rated their university's cybersecurity tools as user-friendly and useful (x-axis) consistently
reported higher engagement with protective measures (y-axis). This robust association highlights the pivotal
role of universities in converting awareness into action through well-designed resources (e.g., VPN,
training modules). The density of points in the upper-right quadrant suggests that institutional investments in
accessible security infrastructure can substantially improve student compliance with cybersecurity best
practices, aligning with TAM's emphasis on perceived usefulness and ease of use as adoption determinants.
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Role of Institutional Support in Cybersecurity Practices
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Figure 7 Relationship between institutional cybersecurity support and protective behaviors among university students (r =
0.57, p <0.01). Students who rated their institution’s tools as user-friendly and useful (x-axis) reported higher adoption of
safeguards (y-axis), validating TAM’s role in bridging awareness-action gaps in resource-constrained settings.

3. Perceived Severity «» Self-Efficacy

Figure 7 displays the moderate but significant linkage (r = 0.42, p < 0.01) between perceived threat severity
and self-efficacy, informing the third objective on curriculum design. While the scatter plot shows a positive
trend students recognizing serious cyber risks (x-axis) tended to report higher confidence in threat
prevention (y-axis) the wider dispersion of points indicates that threat awareness alone is insufficient. This
finding, consistent with PMT's dual-appraisal process, implies that cybersecurity education must pair risk
awareness (e.g., lectures on data breach consequences) with hands-on skill development (e.g., password
management labs) to bridge the gap between knowledge and capability. The plot's intermediate correlation

strength underscores the need for balanced pedagogical approaches in university curricula.
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Figure 8 Moderate positive association between perceived severity of cyber threats and self-efficacy (r = 0.42, p < 0.01).
While threat awareness (x-axis) correlates with confidence in mitigation (y-axis), the dispersion of data points indicates that
severity perceptions alone are insufficient to drive protective actions without skill-building interventions.

Hypothesis

H1

H2

H3

H4

H5

Table 7: Hypothesis Verification Summary

Relationship P/AB Sz—llue Supported? Reference
ij:f;:ssevemy — Cybersecurity 035  0.002  Yes 9Davis et al., 2022)
Self-Efficacy — Protective Actions 0.58 <0.001  Yes (2(53116) & Wilson,
Ic’}r;;fate vs. Government Institution Awareness AOLT  0.008 Partially (Kanneh et al., 2021)
Institutional Support — Protective Actions 0.49 <0.001 Yes (Zhang et al., 2023)

Perceived Usefulness (TAM) — Tool
Adoption

(Okeke & Nkwe,

0.35 0.003 Yes 2003)
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p_

Hypothesis  Relationship P/AP value

Supported? Reference

Hé6 Ease of Use (TAM) — Compliance 0.28 0.012 Yes (Zhang et al., 2023)

Hypothesis testing results with standardized coefficients () or group differences (Ap), significance levels, and theoretical
foundations. H6 showed weaker support (p < 0.05 but B < 0.3). All paths tested via PLS-SEM with 5,000 bootstrap samples
(Adekoya, 2021).

As summarized in Table 7, all hypotheses received empirical support, with particularly strong effects for
self-efficacy on protective actions (H2: f=0.58, p<0.001) and institutional support (H4: f=0.49, p<0.001).
The PMT-driven hypotheses (H1-H2) showed expected directional relationships, though perceived severity
had a more modest impact (HI: f=0.35). Notably, private institutions demonstrated significantly stronger
cybersecurity outcomes (H3: AB=0.17, p=0.008), while TAM factors (H5-H6) confirmed technology
adoption barriers in this context. These results collectively validate our integrated PMT-TAM framework’s
applicability to Sierra Leonean higher education (Bangura & Lim, 2019, Davis et al., 2022, Chin, 2021).

V. Discussion of results
A. Interpretation of Findings

The study's results both corroborate and challenge existing cybersecurity literature. The strong relationship
between self-efficacy and protective actions (B = 0.58, p < 0.001) aligns with PMT-based studies in Western
contexts (Rogers et al., 2022), but the effect size is 22% larger than reported in similar Nigerian research
(Adekoya, 2021). This discrepancy may reflect Sierra Leone's rapid digital adoption without proportional
security training. Contrary to European findings (Schneider, 2023), institutional support showed greater
predictive power ( = 0.49) than perceived severity (B = 0.35), suggesting resource availability outweighs
threat awareness in low-infrastructure settings. The multi-group analysis revealed private institutions
outperformed government counterparts in cybersecurity training effectiveness (AB = 0.17, p = 0.008),
contradicting Ghanaian studies showing negligible differences (Mensah, 2021). These variations underscore
the need for context-specific models in developing nations.

Our self-efficacy effect (f=0.58) exceeds Nigeria’s reported f=0.38 (Adekoya, 2021) but aligns with post-
intervention gains in Ghana (=0.55) (Mensah, 2023), suggesting Sierra Leone’s informal peer learning may
partially compensate for curricular gaps. However, the lower perceived severity impact (p=0.35 vs. p=0.47
in South Africa (Van der Merwe, 2022)) implies threat-based messaging alone is insufficient a critical
consideration for curriculum design. The hypothesis verification (Table 7) reveals that institutional support
(H4) compensates for lower individual threat perception (H1), echoing West Africa’s resource-dependent
cybersecurity culture (Mensah, 2023)

The analysis identified two systemic issues undermining cybersecurity in Sierra Leonean universities: (i) a
pervasive usage-awareness gap where 89% of students use the internet daily yet demonstrate only basic
security knowledge (M = 3.42/5), and (ii) stark institutional inequities evidenced by a 0.56-point training
quality difference and 27-percentage-point VPN adoption gap (68% private vs. 41% government). These
findings partially align with Mensah's (2021) West African benchmarks (Mensah, 2021), but reveal 50%
larger disparities in Sierra Leone - likely due to its unique post-war digital infrastructure challenges
(Bangura et al., 2023). The compounded effect of these gaps leaves government university students
particularly vulnerable, with 62% engaging in high-risk behaviors like password reuse compared to 41% in
private institutions (p < 0.01).
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B. International Contextualization
The study's findings reveal critical divergences from global patterns. While European institutions prioritize

perceived severity (B = 0.47) in cybersecurity responses (Schneider, 2023), Sierra Leonean students rely
more on self-efficacy (p = 0.58) a 23% stronger effect that underscores skill-building as the primary driver
in resource-constrained settings. This contrasts with recent Middle Eastern studies showing balanced PMT
constructs (severity p = 0.41, efficacy B = 0.43) in digitally mature universities (Musyaffi et al., 2024).
Ghana's minimal government-private gaps (Ap = 0.03) (Mensah, 2021) differ markedly from Sierra Leone's
27% VPN adoption disparity, highlighting West Africa's policy fragmentation. Notably, emerging research
in Kenya confirms similar institutional divides, with private universities reporting 40% higher security tool
adoption (Lee et al., 2025). Methodologically, while self-report biases persist (68% overestimation vs. 55%
in U.S. samples (Jensen et al., 2023)), behavioral experiments in Tanzania validate that PMT-TAM
integration reduces this gap by 22% when combined with simulations (Pan, 2020).

Low Awareness Amid High Usage

a. 89% of respondents use the internet daily, yet cybersecurity awareness averaged just 3.42/5
(£0.89).

b. Only 12% could accurately define phishing 22 percentage points lower than Kenyan
benchmarks (34%) (Kiprop et al., 2023).

Institutional Disparities
c. Private universities outperformed government institutions in:

i. Training quality (4.12 vs. 3.56, p < 0.01)
ii. VPN adoption (68% vs. 41%)
d. Budget allocations explained 65% of this gap (3.1% IT spending in private vs. 0.9% in

government) (Sierra Leone Ministry of Education, 2022).

C. Theoretical Contributions
This research significantly extends Protection Motivation Theory (PMT) and the Technology Acceptance

Model (TAM) through three key contributions. First, it establishes the first contextual integration of both
models in West African higher education, demonstrating how TAM's institutional support factors (f = 0.49)
effectively compensate for weaker PMT threat appraisal mechanisms (B = 0.35) in resource-constrained
environments (Fofanah & Bangura, 2023). Second, the analysis uncovered critical behavioral nuance,
revealing that self-efficacy mediates 63% of perceived severity's impact on protective actions substantially
higher than the 38% mediation observed in Western contexts (Davis, 2022), which underscores skill
development as the central barrier to cybersecurity adoption in Sierra Leone. Third, the study identified
institutional type as a novel moderator, with private universities exhibiting 23% stronger PMT/TAM path
coefficients than government institutions (AB = 0.17, p = 0.008). The exclusion of technical colleges (~18%
of Sierra Leone’s tertiary enrollment (Sierra Leone tertiary Education Commission, 2023)) may
underrepresent vocational cybersecurity needs. Future studies should incorporate these institutions to assess
discipline-specific risks (e.g., industrial control systems).

D. Theoretical Advancements
This study advances PMT-TAM integration by identifying institutional type as a novel moderator (Ap =

0.17, p = 0.008), a finding absents in prior African literature (Fofanah & Bangura, 2023). The synergy
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between TAM's institutional support and PMT's self-efficacy explains 61% of behavioral variance 15% more
than single-theory models in comparable Nigerian research (Adekoya, 2021). Recent work by Sesay (2024)
confirms this hybrid approach's superiority in LICs, showing 30% greater predictive power for tool adoption
than standalone TAM (Pan, 2020). Furthermore, the negative paths to riskier behaviors ( = -0.30) align with
global trends in proactive cybersecurity education (Smith & Doe, 2020), but with 40% stronger effects due
to Sierra Leone's acute infrastructure constraints (Conteh & Turay, 2022).

E. Practical Implications

For Curriculum Design

The study's findings necessitate a fundamental restructuring of cybersecurity education in Sierra Leonean
universities. Institutions should replace 30% of traditional lecture-based content with hands-on, practical
modules that build tangible skills. This includes implementing phishing simulation labs to teach threat
recognition through realistic email scenarios, and password manager workshops that provide step-by-step
training on secure credential management. Crucially, cybersecurity education must extend beyond IT
disciplines all academic programs should incorporate mandatory courses tailored to their specific digital
risks. For instance, business students require training in financial fraud prevention, while medical students
need HIPAA-like data protection protocols. This interdisciplinary approach ensures all graduates possess
baseline competencies regardless of their field.

For Policy Makers

At the national level, the government must enact funding reforms that mandate a minimum 3% of university
IT budgets be allocated to cybersecurity in government institutions, closing the current 2.2% gap with
private universities. Public-private partnerships should be established to subsidize security tools a model
successfully implemented in Ghana's education sector (World Bank, 2023). Concurrently, the Ministry of
Education must develop national standards, including: (i) a unified cybersecurity framework specifying
minimum controls for all higher education institutions, and (ii) annual competency assessments to
benchmark student preparedness. These policies would mirror Rwanda's successful national digital literacy
program while addressing Sierra Leone's specific infrastructure challenges.

For Institutions

Universities should launch multi-channel awareness campaigns featuring monthly security newsletters with
localized content (e.g., prevalent scam types in Freetown), and gamified training like "Capture the Flag"
events that reward students for identifying vulnerabilities. For infrastructure upgrades, priority should be
given to zero-trust VPN deployment particularly critical given 72% of students use public Wi-Fi and
institution-wide two-factor authentication enforcement for all academic portals. The University of Makeni's
recent rollout of these measures reduced account breaches by 64% within six months, demonstrating their
efficacy even in resource-constrained settings. These initiatives collectively address the study's key findings
about skill gaps and institutional disparities.

Table 8 Implementation Roadmap

Stakeholder Short-Term (0—12 mos.) Long-Term (12-36 mos.)

Curriculum Teams  Develop simulation labs Scale across all faculties

Policy Makers Draft budget mandates Implement national assessments
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Stakeholder Short-Term (0-12 mos.) Long-Term (12-36 mos.)

IT Departments Deploy 2FA Transition to zero-trust networks

Table 8 outlines a phased cybersecurity enhancement strategy for Sierra Leonean universities, aligning with
the study's key findings about institutional gaps. In the short-term (0—12 months), curriculum teams should
prioritize hands-on simulation labs to address the critical self-efficacy deficit (B = 0.58, (Bangura & Lim,
2019), while IT departments must implement two-factor authentication (2FA) to mitigate the 68% vs. 41%
VPN adoption gap between private and government institutions (Kanneh et al., 2021). Policy makers play a
crucial role in drafting budget mandates to meet the recommended 3% IT allocation benchmark (Sierra
Leone ministry of Education, 2022). Long-term (12-36 months), these efforts should scale into cross-faculty
cybersecurity modules, national competency assessments mirroring Rwanda's digital literacy success (World
Bank, 2023), and zero-trust network transitions a proven measure reducing breaches by 64% in comparable
West African institutions (Kamara, 2022). This roadmap operationalizes the PMT-TAM integration by
addressing both cognitive (training) and institutional (policy/tech) dimensions (Fofanah & Bangura, 2023).

VI. Conclusion & Recommendations
A. Summary of Findings

This study addressed three critical research questions regarding cybersecurity awareness in Sierra Leonean
universities. First, it confirmed that students' protective actions are strongly predicted by both PMT-derived self-
efficacy (p = 0.58, supporting H1) and TAM-based institutional support ( = 0.49, supporting H2), though with 23%
stronger effects in private institutions. Second, the analysis revealed that perceived severity alone is insufficient to
drive behavioral change (B = 0.35, partially supporting H3), as its impact is mediated primarily through skill
development. Third, the research identified significant institutional disparities, with government universities lagging in
training quality (A = 0.56 points) and tool adoption (27% lower VPN usage). These findings collectively validate the
integrated PMT-TAM framework's applicability in West African educational contexts while highlighting the
moderating role of institutional resources (Sierra Leone ministry of Education, 2022).

Policy Roadmap
To operationalize the study’s findings, we propose a phased implementation strategy:

e Short-Term (0—12 months):

o Mandate phishing simulations in all university curricula to address the 12% phishing
recognition rate.

o Draft budget mandates requiring 3% IT spending on cybersecurity in government institutions
(Sierra Leone ministry of Education, 2022).

o Deploy two-factor authentication (2FA) campus-wide, proven to reduce breaches by 64% in
pilot studies (Kamara, 2022).

e Long-Term (12-36 months):

o Implement national cybersecurity standards, including VPN subsidies modeled after Ghana’s
EdTech partnerships (World Bank, 2023).

o Scale cross-disciplinary training with hands-on labs across all faculties.
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o Transition to zero-trust networks in high-risk departments (e.g., finance, healthcare)
(Musyaffi et al., 2024).

Theoretical Contributions
This study advances cybersecurity literature by:

e Demonstrating PMT-TAM synergy in LICs, where institutional support (TAM) compensates for
low self-efficacy (PMT) with 61% explanatory power.

o Identifying institutional type as a novel moderator (Af = 0.17, p= 0.008), absent in prior African
studies (Fofanah & Bangura, 2023).

B. Limitations

This study has three key limitations. First, self-report biases likely inflated competency estimates, as
participants overestimated their phishing detection capabilities by 43% compared to simulated behavioral
tests (Figure 9). This aligns with (Sierra Leone technical Education council, 2023, Jensen, 2024) who found a
55-68% overestimation gap in self-reported cybersecurity skills across African universities. Second, the
cross-sectional design precludes causal inferences, necessitating longitudinal tracking of self-efficacy’s long-
term impact. Third, while our stratified sampling captured 78% of Sierra Leone’s tertiary enrollment,
technical colleges (18% of students) were excluded, potentially overlooking discipline-specific
vulnerabilities (e.g., industrial control systems in polytechnics). Future studies should combine behavioral
experiments (e.g., embedded phishing simulations) with expanded institutional sampling to address these
constraints.

Figure 9. Discrepancy between self-reported and experimentally measured phishing detection rates among

Sierra Leonean university students (N=1,000). Self-reports overestimated actual detection by 43 percentage
points, underscoring the need for behavioral validation in cybersecurity studies (Jensen, 2024).

D8i0screpancy: Real vs. Self-Reported Phishing Detection

68
70 1

60 -

Phishing Detection Rate (%)
N
o

Real Detection Self-Reported

Figure 9 Discrepancy between self-reported and experimentally measured phishing detection rates among Sierra Leonean
university students (N=1,000). Self-reported capabilities overestimated actual detection rates by 43 percentage points,
underscoring the need for behavioral validation in cybersecurity studies (Jensen, 2024).
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C. Future Research
While this study provides robust insights, two limitations warrant attention:

1. Technical College Exclusion: Vocational institutions (18% of tertiary enrollment (Sierra Leone technical
Education council, 2023) were not sampled, potentially overlooking discipline-specific risks (e.g., industrial
control system vulnerabilities in polytechnics). Future work should incorporate these settings.

2. Self-Report Bias: Despite controls, students overestimated phishing detection skills by 68%. Behavioral
experiments (e.g., simulated attacks (Jensen, 2024)) could validate responses.
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Appendix: Cybersecurity Awareness Measurement Instrument

PMT Constructs

1. Perceived Severity (5-point Likert)
o Cyberattacks could permanently damage my academic records [ 1=Strongly Disagree to
5=Strongly Agree]
o "Data breaches at my university would have serious consequences"
2. Self-Efficacy (5-point Likert)
o "I can recognize phishing attempts in emails"
o "I know how to create strong passwords"
TAM Constructs
3. Perceived Usefulness
o "University-provided VPNs improve my online security"
4. Ease of Use
o "Our campus cybersecurity tools are easy to operate"
Behavioral Measures
e Dichotomous (Yes/No): "Have you reused passwords across multiple accounts in the past 3 months?"
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